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Security and privacy protection in the industrial internet of things: a review of challenges and solutions

Junjie Cao
Donghua University, Shanghai

[ Abstract] The security and privacy protection of industrial Internet of Things is one of the current research
hotspots. This article comprehensively reviews the security and privacy protection of the Industrial Internet of
Things from different levels. First, it analyzes the security risks and risks existing in the Industrial Internet of
Things, including data leakage, equipment tampering, etc., and proposes corresponding solutions to these problems,
such as encrypted communication, identity authentication and other technical means. Secondly, relevant laws,
regulations and standards are discussed, and protection measures at the policy level are pointed out. Finally, the

future development trend of industrial Internet of Things security and privacy protection was prospected, and

suggestions were put forward to strengthen industry cooperation and improve regulatory mechanisms.
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